ABSTRACT In this paper, the impact of uncertainties in loads, renewable generation, market price signals, and event occurrence time on the feasible islanding and survivability of microgrids is analyzed. A data-driven approach is proposed for estimating the maximum deviation level of uncertain parameters dynamically based on historical data. Similarly, fragility curves are utilized for determining the preparation time for the potential events based on the estimated event occurrence time and physical constraints of the microgrid components. In addition, a resilience-oriented demand response program is proposed for enhancing the utilization of renewables and other available resources for reducing the load shedding during the emergency period. Finally, a resilience index is proposed for quantifying the benefits of the proposed method for the resilienceoriented operation of microgrids. In normal mode, the impact of event occurrence time and uncertainty level is analyzed via an adaptive robust optimization method. In emergency mode, 10 000 Monte Carlo scenarios of all the uncertain parameters are generated, and their impact on the operation cost, amount of load shed, and the range of the proposed resilience index are analyzed for each case.
I. INTRODUCTION A. MOTIVATION
Resilient operation of power systems has recently emerged as a major issue due to the increase of extreme events, e.g. natural disasters and man-made attacks. Extreme events pose severe consequences to power systems in terms of monetary losses, infrastructural damages, and inconvenience to consumers due to extended loss of supply [1] . These events are generally known as low-probability high-impact events due to lower incidences of natural disasters [2] . However, the frequency and intensity of natural disasters, especially extreme weather events, have increased in the last few decades and are expected to increase in the future due to climate change [3] . Seven among the ten major storms of the last four decades have occurred in the last one decade only and each caused damages of over 1 billion dollars. Eight weather-related events have occurred in 2017 only, affecting a minimum of 0.3 million customers in each event [4] .
Various studies have been conducted for enhancing the resilience of power systems considering long-term (hardening) and short-term (operational) measures [5] - [13] . This article falls under the latter category; therefore, only operational measures will be discussed in the following paragraphs. Among various potential solutions available in the literature, microgrids are considered as a practical solution for enhancing the resilience of power systems [5] - [13] . This is due to the capability of microgrids to sustain the penetration of distributed energy resources, especially renewables, and the ability of islanding during disruption events [7] . Therefore, numerous studies have focused on utilizing microgrids as a resilience resource for surviving critical loads. However, the performance of the microgrids is influenced by both prevailing and event-related uncertainties. Uncertainties in loads, renewables, and market price signals are termed as prevailing uncertainties. Similarly, uncertainties associated with event occurrence time and event clearance time are known as event-related uncertainties.
B. RELATED WORK
The existing literature on enhancing the resilience of microgrids can be divided into two major categories, i.e. microgrids as a resilience resource and strategies used by microgrids for enhancing their resilience. This article falls under the latter category. The following two sub-sections summarize the existing literature on both of the categories.
1) MICROGRIDS AS A RESILIENCE RESOURCE
Various studies are available in the literature for using microgrids as a resilience resource during major outages [6] - [13] . Microgrids are used for restoration of critical loads of distribution system by prioritizing loads in [6] and [7] . A strategy table having all feasible restoration paths is developed by [6] and coverage maximization of critical loads is considered by [7] . In order to enhance the resilience of distribution networks, formation of microgrids is suggested by [8] and [9] . The on-outage area is sectionalized into self-adequate microgrids by [8] and dynamic microgrids formation after events is considered by [9] . The optimal placement of distributed generators for formulation of self-adequate microgrids during major events is studied in [10] . The dynamic formation of microgrids after major events can be computationally demanding due to the introduction of various new variables. Therefore, a study is conducted in [11] for reducing the computational time for the formation of microgrids. Due to the absence of universally accepted resilience indices, four indices are proposed in [12] for analyzing the resilient performance of power systems in extreme conditions. Schneider et al. [13] have analyzed the use of microgrids as a local resource, a community resource, and a black-start resource.
It can be observed from the previous discussion that plenty of literature is available for using microgrids as a resilience resource. However, in order to use the microgrids as a resilience resource, they need to be prepared for these events, i.e. resilience-oriented operation of microgrids is required. In this paper, resilience is defined as the ability of a microgrid to prepare for an upcoming potential event and withstand the event by feeding at least its most critical loads during the event period. Strategies used by microgrids for enhancing their resilience is also gaining popularity, which is discussed in the following sub-section.
2) STRATEGIES USED BY MICROGRIDS FOR ENHANCING THEIR RESILIENCE
Recently, some studies have been focusing on strategies used by microgrids for enhancing their resilience [14] - [19] . Proactive scheduling of microgrids is proposed by [14] and [15] for the pre-event phase. In [14] , the vulnerable components are identified first and then the outage of all vulnerable component is considered during extreme floods. In [15] , the objective is to minimize the damage caused by islanding events via pre-event preparedness. Similarly, a post-event survivability enhancement mechanism is proposed in [16] , where extended outage duration of events is considered and optimal utilization of storage elements is proposed. Resiliency-oriented operation schemes for both grid-connected and islanded modes of microgrids are proposed in [17] - [19] . Dynamic penalty cost and the next day operation are considered in [17] to enhance the survivability of critical loads. Resiliency cuts are introduced to revise the schedule of microgrid components in [18] for feasible islanding. Similarly, physical constraints of microgrid components are considered in [19] while updating scheduling windows during emergencies.
C. RESEARCH GAPS AND CONTRIBUTIONS

1) RESEARCH GAPS IN THE EXISTING LITERATURE
Most of the resilience-oriented operation studies have assumed that the event occurrence time is known in advance [14] - [19] . However, prediction of exact event occurrence time is difficult for resilience related events. This assumption might result in inappropriate scheduling of microgrids for upcoming events. Instead, the event occurrence time can be estimated using fragility curves, especially for weather-related events. In case of weather-related events, initial warnings are issued from the metrological agencies. The information of the particular parameters (seismic activities for earthquakes, wind speed for wind storms, direction and speed of clouds for heavy rains, direction and speed of water for floods, etc.) can be utilized to estimate the readiness time for a microgrid.
The formulations in [17] and [18] are based on robust optimization with fixed uncertainty bounds and a deterministic formulation is considered in [19] . The fixed uncertainty bounds are not capable of capturing dynamics across different times of the day, days of the week, and seasons of the year, thus resulting in under or over-estimation of uncertainties. This might result in failure to achieve the set resilience target during outages. Additionally, resilienceoriented demand response (DR) programs were not considered in any of these studies [14] - [19] . However, time insensitive non-critical loads can be shifted across different time intervals to reduce load shedding and to better utilize renewables.
2) PROPOSED METHOD AND MAJOR CONTRIBUTIONS
In order to address the challenges and to achieve the potential benefits mentioned in the previous paragraphs, a datadriven approach is proposed to estimate dynamic uncertainty bounds in this study. Historical data are utilized to estimate the dynamic uncertainty bounds for each interval. The dynamic uncertainty bounds are capable of capturing dynamics across different days of the week and different hours of the day. Event data are utilized to build fragility curves for determining readiness time. The readiness time (time for activation of the resilience-oriented scheduling) can be decided based on the pre-heat/startup time of CDGs and C-rates of energy storage elements of the microgrid. Additionally, a DR program is proposed to enhance the service reliability of loads during the emergency period by adjusting them. The proposed DR program can reduce the curtailment of renewables on one hand and can reduce the shedding of loads on the other hand. Reduction of renewable curtailment results in higher benefit for the renewable owners and reduction in load shedding enhances the comfort level and reduces the monitory loss of the consumers. Finally, an adaptive robust optimization method is employed to analyze the performance of the proposed method in the normal operation phase. Operation cost, load shedding amount, and the proposed resilience index are analyzed by using ten thousand Monte Carlo simulation scenarios, in the emergency phase. The major contributions of this article in comparison with the existing literature are as follows.
• A data-driven dynamic uncertainty bound estimation method is proposed in this study, in contrast to [14] - [19] , where either static uncertainty bounds are considered or deterministic approaches are utilized. The proposed method has the capability to capture dynamics across different hours of the day and different days of the week.
• In contrast to [14] - [19] , where known event time is assumed, fragility curves are utilized for deciding the readiness time during the proactive operation phase. Physical constraints of microgrid components are considered for deciding the activation time of the proactive operation algorithm.
• A DR program is proposed for the emergency phase to enhance the resiliency of the system by adjusting load profiles, which was not considered in [14] - [19] . The proposed DR method can benefit both renewable owners and microgrids consumers by reducing renewable curtailment and load shedding amount.
• Realistic assumptions for major events, i.e. limited supply of fuel, persistence of event in the following days along with real data of load, market price, and renewables are considered. These considerations are ignored in whole or in part in the existing studies.
II. SYSTEM CONFIGURATION AND PROPOSED UNCERTAINTY MODELING A. SYSTEM CONFIGURATION
The configuration of the hybrid AC/DC microgrid considered in this study is shown in Fig. 1 . Both AC and DC microgrids contain controllable distributed generators (CDGs), renewable distributed generators (RDGs), battery energy storage systems (BESSs), and critical and non-critical loads. The AC microgrid is connected to the utility grid, while the DC microgrid contains electric vehicles (EVs). Both microgrids can exchange power via the interlinking converter. The proposed DR program can be activated by both the microgrid sides. The energy management system (EMS) is responsible for the optimal operation of the hybrid microgrid in both gridconnected and islanded modes with respective objectives and constraints. The EMS also estimates the bounds for uncertainty deviations of the uncertain parameters. Similarly, the DR program, which uses the forecasted information of loads and renewables, is also incorporated into the EMS. All the components of the microgrid follow the EMS commands.
B. PROPOSED DATA-DRIVEN UNCERTAINTY MODELING 1) LOADS, RENEWABLES, AND MARKET PRICE
The loads, renewables, and market prices are subject to variations. Therefore, the uncertainties in these three parameters can be modeled as a polyhedral set, as in equation (1), to maintain the linear tractability of the model [20] . Where ϒ t represents the deviation level of the uncertain parameter at interval t. Equation (1) can be represented as a simplex by (2)-(5) to keep the model linear. Where represents the uncertain parameter and represents the budget of uncertainty for that parameter. The budget of uncertainty corresponds to the number of intervals during which the uncertain parameter can deviate from the forecasted values. It controls the conservatism of the solution and it can be decided using historical data or based on the experience of the operators. Generally, worst-case scenario (allowing the uncertain parameter to deviate in all the intervals) is considered and instead maximum deviation level for each interval is controlled. P ,t , P ,t , and P max ,t respectively represent an upper bound, lower bound, and maximum uncertainty deviation for the uncertain parameter . Uncertainty deviation corresponds to the value of mismatch between the actual and the corresponding forecasted value of the uncertain parameter .
Equation (2) shows that the uncertainty deviation level can be computed using upper and lower bounds of uncertainty deviation. However, any uncertain parameter can either take the upper or lower bound only for a particular interval, not both. Both upper and lower bounds can take a maximum value of P max ,t , as given by Equation (3) . Equation (4) shows that the total number of intervals deviating from their forecasted values, during the entire scheduling horizon, need to be lesser than or equal to the budget of uncertainty. Finally, the actual amount (P ,t ) of an uncertain parameter can be determined using its forecasted value (P * ,t ) and uncertainty deviation level ( P ,t ), as given by (5) .
The maximum deviation level ( P max ,t ) in this model is an important decision parameter and it controls the deviation level of uncertain parameters from the forecasted values. Generally, a symmetrical [17] or a non-symmetrical [14] , [15] but fixed ratio of the forecasted value is added/subtracted and taken as the maximum deviation level. However, the uncertain parameters do not follow a fixed pattern throughout the day and thus the uncertainty is miscalculated via the fixed ratio. In order to address this problem, a data-driven dynamic ratio is estimated using historical data for each interval of the operation day in this study. Algorithm 1 shows the estimation procedure of the proposed data-driven dynamic ratio. The data of an uncertain parameter at each interval are initially divided into n bin edges and the corresponding probabilities are computed using historical data. Forecasted values for each interval are taken as the starting point and a target value of probability (confidence level in %) are taken as inputs. Starting with the forecasted values, the required confidence level is achieved by searching across the bin edge data. The confidence level can be set to 100% for fully robust operation. However, it results in over-conservative solutions by considering the worst-case during all the intervals. Due to the utilization of dynamic ratio, better robustness can be achieved owing to day/interval-specific consumption/generation analysis even at lower confidence levels. Then, the maximum deviation of the uncertain parameter is determined using the upper and lower bounds corresponding to the defined confidence level. The upper and lower bounds are determined using the bin edge data of corresponding upper and lower levels within the specified confidence level. The selection of upper/lower bound depends on the nature of the uncertain parameter, i.e. an upper bound will be selected for load and a lower bound for renewables. Finally, by using the selected upper/lower bound and the forecasted value of the parameter , the maximum deviation level for interval t is determined, as shown in line 18 of Algorithm 1.
2) EVENT UNCERTAINTY AND READINESS MODELING
Resilience-oriented scheduling of microgrids is challenging due to unknown event time. Where event time is the time at which a particular natural disaster hits the under consideration microgrid. However, in the case of extreme weatherrelated events (the major cause of large-scale power outages),
Algorithm 1: Determining Maximum Deviation of Uncertain Parameters
1 Get bin edge data and corresponding probability for each range 2 Determine normalized probability (NProb t ) for each range 3 Get forecasted values of uncertain parameters for each interval (t) 4 for all t ∈ T do 5 Determine the range index (I t ) and the corresponding probability (NetProb t ) of forecasted data. Define acceptable value (χ t ) 17 Determine upper and lower bounds (UB t , LB t ) using bin edge data
18
Determine maximum deviation of the uncertain parameter: P max ,t = (P * ,t − B) P * ,t , B = max{UB t , LB t }⊥ min{UB t , LB t } 19 end for initial warnings from the local meteorological agencies are issued. The information related to particular events, i.e. seismic activities for earthquakes, wind speed for wind storms, direction and speed of clouds for heavy rains, direction and speed of water for floods, etc. can also be monitored. Similarly, the vulnerability of a particular line or a tower can also be estimated based on the history of events in the same or similar localities. Therefore, this information can be utilized to improve the economic and resilience performance of the microgrids.
Conventional resilience-oriented scheduling of microgrids results in conservative solutions, which are not economically efficient. Therefore, this type of scheduling cannot be carried out throughout the year. Event occurrence information is required to decide the starting point of the resilienceoriented scheduling. The point at which the probability of collapsing the under consideration line is above a particular threshold is considered as the event occurrence time. This point can be determined by using the wind speed and direction information along with the wind propagation profile, i.e. increasing or decreasing. This information is conveyed to the VOLUME 7, 2019 FIGURE 2. No. of overhead lines faults and failure probability vs wind speed.
EMS to activate the proactive operation considering its local components. The resilience-oriented scheduling time can be decided based on the pre-heat/startup time of CDGs and C-rates of energy storage elements of the microgrid. The slowest component in terms of time to achieve the required resilience level is considered as the bottleneck of the system. Therefore, the proactive operation is activated considering the capability of the slowest component, to assure the required resilience to the critical loads.
However, accurate estimation of event occurrence time is challenging [21] . Therefore, in this paper, a fragility curve model is adopted to link the event occurrence probability to weather-related events. Due to the significant impact of windstorms on the power system, the method for utilizing wind speed information to estimate the islanding of microgrids is presented in this section. However, this type of fragility curves analysis can be utilized for most of the extreme-weather related events, i.e. windstorms, ice storms, floods, typhoons, earthquakes, and heavy rains. The particular parameter(s) for each event can be analyzed against the failure of distribution lines. It has been reported in [22] that from all weather-related events, windstorms have caused the largest number of faults in the UK's power systems. Therefore, in this paper, a fragility curve has been constructed that shows the failure probability of overhead distribution lines as a function of wind speed. The actual number of failures of overhead lines in the UK's distribution network when subjected to windstorm hazard, as reported within the National Fault and Interruption Report Scheme database [23] , are shown in Fig. 2a . Where the fault/failure of a line refers to the outage of the line due to higher wind speed. In this study, fault/failure of a line is synonymous to line collapse due to extreme weather conditions, i.e. wind speed in this example. Log data are plotted to visualize the lower wind speed impact also, where negative values correspond to less than one fault. Same data are utilized to develop the fragility curve of Fig. 2b using (6) [23] , [24] . Where, Pr(v) is the probability of line failure at wind speed v, v collapse is the wind speed at which the line will collapse, F pkm is the number of faults per km, and L pa is the average length of overhead lines between two poles.
3) RESILIENCE-ORIENTED DEMAND RESPONSE Demand response can benefit both the utilities and the consumers by controlling the load profiles instead of generation.
DR programs are generally triggered by market price signals to reduce the peak load demand in grid-connected microgrids. Several studies are available in the literature on the use of price-based and incentive-based DR programs for grid-tied microgrids [25] - [27] . Similarly, studies on utilizing DR programs for voltage and frequency regulation of islanded microgrids are also available in the literature [28] - [30] . These researches either utilize incentivebased DR (incentivizing customers to reduce load during low generation intervals) or energy storage elements (to store the excess of renewable power). Due to limited capacity of storage elements, renewables are curtailed during peak generation intervals, while load shedding is employed at peak load intervals. This reduces the benefit to renewable generation owners and causes discomfort to the customers. Resilience-oriented DR programs for shifting non-critical and time insensitive loads across different intervals of the scheduling horizon are not considered in these studies. Therefore, a resilience-oriented DR program is proposed in this paper to enhance the resilience of shiftable, non-critical loads during the emergency period. This program enhances the service reliability to consumers on one hand and increases the utilization of renewables on the other hand. During offpeak load intervals, the available CDGs may not be fully utilized, while loads may be curtailed during peak load intervals due to insufficient storage capacity. This problem can also be mitigated by using the proposed DR program via shifting loads from peak intervals to non-peak intervals. The mathematical model of the proposed DR program is shown in the next section.
III. PROBLEM FORMULATION: NORMAL MODE
The normal mode base model (deterministic model) considered in this study is same with that of [19] . The base model contains the constraints for CDGs, power balancing, BESS, EVs, readiness, and interlinking converter. CDG constraints include maximum/minimum generation bounds along with startup and shutdown cost constraints. Power balancing constraints are comprised of AC and DC side power balancing equality constraints. BESS and EV constraints comprise of charging/discharging, state-of-charge (SOC), and charging/discharging efficiency constraints. EV contains additional constraints also for target SOC before its departure time. Finally, interlinking converter constraints comprise of capacity and efficiency constraints. Detailed models can be seen in [19] .
Robust optimization has gained popularity due to its inherent merits over other uncertainty handling techniques, as mentioned in [31] and [32] . The standard robust optimization is a static optimization method, where the uncertainties of the entire scheduling horizon are revealed together. In order to address this shortcoming, a two-step dynamic adaptive robust optimization method is proposed by [33] . Where, the continues variables are adjusted according to the revealed values of uncertainties. Due to this merit, adaptive robust optimization is utilized in this study. In adaptive robust optimization, initially, a deterministic model is formulated, which is as follows.
A. DETERMINISTIC MODEL
The compact form of the deterministic model for gridconnected mode is shown in equations (7)- (9) . In (7), x is the vector of binary variables (day-ahead decision variables) and y is the vector of continuous variables (uncertainty-related variables). In (8) , Ax ≤ b represents the constraints related to day-ahead decisions of CDGs, i.e. start-up, shut-down, and running cost constraints. In (9) (2)-(5).
Subject to :
B. ADAPTIVE ROBUST COUNTERPART The deterministic model of (7)- (9) can be decomposed into binary and continuous parts and can be re-written as following.
Subject to : (8), (9) .
The two-stage problem of (10) is hard to solve due to the min-max-min nature. Therefore, a two-level algorithm is adopted to efficiently solve the problem. The problem is decomposed into inner and outer level sub-problems, which are discussed in the following sub-sections.
1) INNER LEVEL SUB-PROBLEM
The max-min part of (10) along with (9) is named as the inner problem. The inner problem is hard to solve in this form due to the max-min nature of the problem. The inner problem can be transformed into a maximization problem by taking its dual, as given by (11)- (13) . Where, λ, π , µ, ϕ, and ν are the dual variable vectors introduced for the duality of the inner problem. U is the set of uncertainty constraints defined in (1) . The second term of the dual objective function has bilinear terms, which can be linearized by following the method suggested in [34] . The binary decision part of (10) combined with (8) is named as the outer problem. The outer problem is subjected to additional constraints (15)- (18), known as column & constraints cuts. If both the inner and outer problems do not converge, a set of new cuts, as defined in (15)- (18), are added after each iteration. The objective of these cuts is to reduce the convergence time. The column & constraints cuts, being primal plane cuts, are more efficient than Bender's decomposition [34] , which are dual plane cuts. min x,ϑ,y k c T x+ϑ (14) Subject to: (8) and the following constraints
C. SOLUTION METHOD
The inner and dual of the outer problems are iteratively solved to achieve the optimal results, as shown in Fig. 3 . After estimating the event occurrence time and maximum deviation level of uncertain parameters, the outer problem is solved. Then the worst-case uncertainties in market price are determined using Algorithm 2. Finally, the inner problem is solved and convergence is assessed. Where ε represents the tolerance for the mismatch between the upper and the lower bounds. Generally, a minute value is assigned to ε to assess the convergence of the solution. The column & constraints cuts are added after each iteration to expedite the problem's convergence speed. 
IV. PROBLEM FORMULATION: EMERGENCY MODE
The base problem of the emergency mode operation (islanded mode) is similar to that of the grid-connected mode operation, except few changes. Instead of power trading with the utility grid, load shedding of critical and non-critical loads is considered in the emergency mode. Similarly, instead of readiness constraints, survivability constraints are considered in the emergency mode. Survivability constraints include precedence between charging of the battery for later usage and feeding of non-critical loads. Finally, resilience-oriented demand response constraints are included in the emergency mode operation.
A. OBJECTIVE FUNCTION AND CONSTRAINTS
The objective function of the islanded mode is given by (19) where, x represents binary decision variables, while y and z represent continuous variables. z is introduced in the islanded mode to capture variables related to load shedding and DR. In (19) , p represents the penalty cost for shedding loads and v represents the penalty cost for shifting loads, as defined in (24) . Similar to grid-connected mode, (20) represents the constraints related to the start-up, shutdown, and running cost of CDGs. In (21), Fy ≤ g represents the constraints for power balance, BESS, EV, and power transfer among AC and DC microgrids. The power balance in islanded mode is different from grid-connected mode due to the absence of the connection with the grid and introduction of DR. Power buying is replaced with load shedding and an adjusted load (25) is used instead of the original load. In (21) , Gy ≤ r − Px represents the constraints for generation limits and ramp rates of CDGs. Cz ≤ h represents the penalty cost constraints for the shedding of critical loads, non-critical loads, and other survivability constraints for switching of the scheduling horizon. Penalty cost of non-critical loads should be less than that of critical loads and greater than the most expansive CDG's generation cost. This relationship will assure the precedence of service reliability over cost in the islanded mode. Finally, Dz ≤ d represents the DR constraints for non-critical loads, as defined in (22)- (24) . 
B. DEMAND RESPONSE CONSTRAINTS
Amount of load to be shifted from time intervals t to t (P ls t ,t ) can be computed using (22) . In order to avoid inconvenience, shifting is not allowed to those intervals having load shedding (P nl t ) already. The load shifting from t to t is limited by the amount of shiftable load present at this interval (P Shift t ), as given by (23) . TO max t and FR max t are the maximum amount of inflow and outflow capacity of interval t. Equation (24) shows that a huge penalty (v t,t ) is imposed if shifting is not allowed, otherwise it is set to a small factor (δ). This small value depicts the inconvenience caused by load shifting even if the shifting is allowed. This penalty assures that only shiftable loads are shifted from customers willing to participate in the DR program. Finally, the adjusted load (P ladj t ) after DR can be computed using the original load (P lo t ) and amount of load shifted to/from that interval, as given by (25) . This adjusted load will be used in the power balancing equation in the islanded mode. The grid-connected operation mode is a preparation phase for an upcoming event. Therefore, robust-optimization is adopted to prepare for the worst-case scenario. However, the islanded mode is the testing phase of the resilience algorithm and various scenarios could occur in the real life. Therefore, in islanded mode, several scenarios are generated to test the performance of the proposed algorithm. The subscript s in the uncertain parameters of the islanded mode model represents scenario s, where s ∈ S. The uncertainties are randomly generated for each scenario within the decided dynamic bounds for each interval of time.
D. PROPOSED RESILIENCE INDEX
Various indices for evaluating the vulnerability and resilience of power systems are available in the literature. Panteli et al. [24] , [35] have proposed a resilience achievement worth index for different corridors of transmission systems. These indices can be utilized to access the vulnerability of the system. Various indices have been proposed by [12] for assessing the resilience of the microgrids. However, the focus of these indices is to evaluate the outage of lines and recovery of the grid. Gao et al. [6] and Luo et al. [36] have proposed a resilience index to evaluate the resilience of microgrids as a function of survived critical loads only. However, survivability of non-critical loads also contributes to the resilience of the system. Therefore, a resilience index is proposed in this study considering survivability of all the loads with different priorities in the system. The proposed resilience index is realized by using Equations (26)- (28) . The resilience index at each time interval (RI t ) can be computed using the actual amount of load on AC side (P al t,ρ n ), DC side (P dl t,ρ n ), and the amount of load recovered from AC side (P al t,ρ n ,r ) and DC side (P dl t,ρ n ,r ) microgrids (26) . Where, ρ n represents the priority of n th level, i.e. ρ 1 > ρ 2 > ...ρ N . Similarly, N represents the maximum number of load levels in the microgrid. Equation (27) gives the maximum value of the resilience index (RI max ) and the possible range of the resilience index. The normalized values of the resilience index (RĪ t ) and acceptable range of the proposed resilience index (RI acc ) can be computed using (28) .
The proposed resilience index is utilized to evaluate the performance of a given system against any major disruption event. The optimization results obtained from the conventional operation schemes and the proposed resilient operation strategy are evaluated using the proposed resilience index. The values of the proposed index vary between zero and one. Zero indicates the least resilient system and one indicates the most resilient systems. An acceptable bound is defined for the proposed index using information of various load categories in the system. Equation (28) implies that at least the most critical loads should be survived to assure the value of the resilience index within acceptable bounds.
V. INPUT DATA AND NUMERICAL SIMULATIONS
The AC/DC hybrid microgrid system shown in Fig. 1 is tested for evaluating the performance of the proposed method. The AC-side microgrid contains two micro-turbines, BESS, wind turbine, and loads. Similarly, the DC-side microgrid contains two fuel cells, BESS, EVs, photovoltaic array, and loads. Both AC and DC microgrids contain critical and non-critical loads. The AC and DC microgrids are interconnected through an interlinking converter and the utility grid is connected to the AC-side only. The efficiency of the interlinking converter is taken as 98% with a capacity of 200kW. The parameters of CDGs on AC and DC microgrids used for simulations are shown in Table 1 . Similarly, the parameters of energy storage elements of the network are shown in Table 2 . In gridconnected mode, a scheduling horizon of 24-hours with a time step of 1 hour is considered. In the islanded mode, scheduling from event occurrence time (te) to the end of the scheduling horizon (T) is considered. The details of other input data are explained in the following section. The objective of normal mode operation is to reduce the cost [37] , [38] while the objective of the islanded mode is to enhance the service reliability to consumers [39] .
A. INPUT DATA
The load data utilized in this study correspond to the actual consumption of the Department of Electrical and Electronic Engineering at Imperial College London for the year 2014. 1 The maximum load of the building is 446 kW, while the minimum load is 16 kW. The PV and wind generation profiles have been extracted from the Renewables Ninja database for 2014 using Imperial College's latitude and longitude as well as the height of the building (assuming that the wind turbines are installed on the roof of the building) [40] . The market prices have been extracted from ELEXON's website [41] , who is the responsible body for administering the balancing and settlement code (BSC) in Great Britain and accordingly procures the services required to implement it. For the year under investigation, the system sells and buy prices have been found to be within the range (-150£/ MWh, 1528£/MWh). Probability density functions (PDFs) have been 11 The load data have been provided in kind by the estate management office for the needs of this study. constructed [42] utilizing these data and imported into Algorithm 1 for determining the lower and upper bounds.
B. NORMAL MODE OPERATION RESULTS
1) IMPACT OF MAXIMUM DEVIATION LEVEL
The objective of this section is to analyze the impact of the proposed dynamic bounds and the conventionally utilized static bounds. In order to determine the dynamic bounds, maximum deviation level is required. Therefore, maximum deviation levels for both the cases are analyzed in this section. The results of the proposed dynamic deviation bounds estimation algorithm along with conventional static bounds [14] , [15] , [17] are shown in Figs. 4 and 5. Fig. 4 shows the deviation bounds for load and market prices on a weekday (i.e. Monday) while Fig. 5 shows the bounds for a weekend day (i.e. Sunday). Due to the irrelevance of renewable energy amount on the day type, its results are not shown. However, the same method has been utilized to compute the maximum deviation bounds of renewables also. Various confidence interval levels (50%, 70%, and 90%) are considered for the proposed method. It can be observed from Figs. 4 and 5 that, the conventional bounds miscalculate (under-or overestimate) the impact of uncertain parameters. The differences in weekdays and weekends, dynamics across different times of the day and required confidence level are not reflected by the conventional static bounds. However, the proposed dynamic bounds, based on the historical data, can capture all these dynamics and mitigate the over-conservatism and/or infeasibility of the solution within the specified confidence interval level. The interval-wise fluctuations in the maximum deviation levels in Figs. 4 and 5 indicate that fixed bounds are not suitable for capturing uncertainty behavior of loads, renewables, and price signals.
2) IMPACT OF READINESS ON FEASIBLE ISLANDING
Readiness for a potential event can enhance the capability of the system to sustain events. In the meantime, conservative approaches can result in significant increase in the operation cost of the microgrid. Four cases are simulated in this section to evaluate the impact of readiness time on the operation of the microgrid. An 80% confidence interval has been selected for all prevailing uncertain parameters, i.e. loads, renewables, and market prices, in all the four cases. In the case without resilience-oriented operation, feasible islanding is not considered, and operation is only based on cost minimization (conventional operation). In the fully resilient case, irrespective of event occurrence time, feasible islanding is considered throughout the day. In the remaining two cases (event time 10 and event time 20), event preparation times start from 8 hours (8 h) and 18 hours (18 h), respectively based on the fragility curves. Preparation time for this system comes out as 2 hours ahead of the event occurrence time based on the pre-heat time/ramp rates of CDGs and C-rates of BESS and EVs in the tested microgrid system. It can be observed from Fig. 6a that in the no-resilience case, electricity is bought from the utility grid during off-peak price intervals (1-11 h and 22-24 h) and CDGs are set to their minimum level (0 kW). However, in the fully resilient case, CDGs are not turned-off throughout the day to assure feasible islanding and correspondingly amount of power bought from the grid and transfer between AC and DC microgrids are reduced (Fig. 6b) . Event time 10 case results follow without resilience case till 8 h and then follow the fully resilient case, due to activation of resilience at 8 h. It is the same case with event time 20 h with 18 h as the switching point. BESS has been fully charged during initial off-peak price hours and discharged during peak price hours, with slight variations for each case (Fig. 6c ), in accordance with the resilience constraints. Similarly, usage of EV during its presence (8h to 20h) and achieving of target SOC (50%) before departure time (20h) can be observed from Fig. 6d . It can be observed from Fig. 6f that, operation cost has increased by 1.03% for the fully resilient case, considering without resilience case as the reference. However, the increase in cost turns out to be 0.36% and 0.07%, respectively for cases with event time 10 h and 20 h. It implies that information of event occurrence time can be utilized to control the increase in operation cost during the preparation phase.
3) IMPACT OF BUDGET OF UNCERTAINTY LEVEL
The budget of uncertainty decides the number of intervals during which a particular uncertain parameter can deviate from its forecasted values. Therefore, the budget of uncertainty is an important parameter to control the conservatism of the solution and to assure the feasibility of the solution. The impact of uncertainties on the operation of the microgrid is analyzed in this section. The event occurrence time is taken as 4 h (readiness preparation time from 2 h) for all the cases in this section. The values of the budget of uncertainty for all uncertain parameters are varied (0, 6, 12, 18, and 24) , where = 0 is the deterministic case and = 24 is the worst-case. The budget of uncertainty can take a maximum value of 24 due to the presence of 24 intervals in the tested scheduling horizon.
Figs. 7a and 7e show that with an increase in , the CDGs with lower generation cost is operated fully first, and then the remaining power shortage is fulfilled by buying power from the utility grid. Accordingly, power transfer between AC and DC microgrids is carried out to better utilize the cheaper CDG units on either sides, as shown in Fig. 7b . Fig. 7c and 7d show that with an increase in , energy storage elements are more frequently charged/ discharged to cope with uncertainties. Finally, Fig. 7f shows that with an increase in , the operation cost of the microgrid increases in a non-linear fashion. This is primarily due to the adjustment of power buying/selling from the grid by the operation algorithm. In addition, the presence of photovoltaic-based power during 12 hours (i.e. 7 am to 7 pm) of the day also contributes to this behavior. Fig. 8 shows the impact of uncertainty in individual components on the operation cost of the microgrid. The increase in cost for non-critical loads (Load 2) is the highest due to the larger magnitude and a higher level of uncertainty. Similarly, the increase in cost for the critical loads (Load1) is the lowest due to the lower magnitude and lower uncertainty. Although the uncertainty in renewables is higher, the increase in cost for renewables is lower than the non-critical loads due to the lower magnitude, especially due to the presence of the photovoltaic power during half of the day only. The trend of market price is opposite to that of remaining three due to the ability to switch buying intervals with lower values.
C. EMERGENCY MODE OPERATION RESULTS
In emergency mode operation, the operation of the current day and the following day are presented to analyze the impact of the proposed resilience-oriented operation method. During the first day operation, in conventional operation schemes, all the resources are utilized due to the absence of resilienceoriented DR programs. While in the following day even the critical loads may be shed due to the scarcity of the resources. The merits of the proposed survivability-oriented operation scheme, in this context, are presented in the following sections.
1) DAY-1 OPERATION RESULTS
The event occurrence time is taken as 4 a.m. and three cases are considered to evaluate the performance of the proposed resilience-oriented optimization algorithm including DR. In case a, both DR and resilience are not considered (conventional case) and in case b only resilience algorithm is considered. Finally, in case c both DR and resilience algorithm are considered. Fig. 9a shows that load shedding was highest in case a and even some of the critical loads were also shed due to VOLUME 7, 2019 unreadiness for the event. In case of b, none of the critical loads were shed and shedding of non-critical loads has reduced by 33.8% due to preparation for the event beforehand. In case c, load shedding of non-critical loads has reduced by 57.3% due to the incorporation of the DR program. The amount of AC CDG energy used is the same for all the cases, but DC CDG amount has increased from the case a to c due to preparedness and DR, as shown in Fig. 9b . Fig. 9c shows that power transfer has reduced from the case a to c due to the ability of each microgrid to manage the local loads via readiness and DR program. Similarly, Fig. 9d shows that operation cost has reduced from a to c due to reduction in load shedding amount. Fig. 10a shows that during case c, load from higher load intervals is shifted to other intervals having a lower load for maximum utilization of CDGs. Finally, BESS and EV are efficiently used to reduce the load shedding amount.
2) DAY-2 OPERATION RESULTS
It is assumed that the event persisted till the second day and operation results of the proposed resilience-oriented algorithm without DR (first case) and with DR (second case) are presented in this section. In order to elaborate the impact of the proposed DR program, higher renewable amount after the event is considered. Fig. 11a shows that available CDGs are better utilized in the second case due to the ability to shift non-critical loads. Similarly, load shedding is reduced by 50.1% in the second case in comparison with the first case. The power transfer between AC and DC microgrids has increased to minimize the curtailment of renewables by adjusting loads in the second case, Fig. 11b . Correspondingly, the operation cost has reduced in the second case due to reduced load shedding. The load shifting in the second day is controlled by renewable power amount and more loads are shifted towards intervals having higher renewables (2) (3) (4) (5) (22) (23) (24) , Fig. 12a . Finally, BESS and EV are utilized to reduce curtailment of renewables and load shedding by charging during high renewable intervals as shown in Fig. 12b. 
3) MONTE CARLO SIMULATIONS AND UNCERTAINTY ANALYSIS
The performance of the proposed resilience-oriented algorithm is evaluated under various possible scenarios of uncertainties in this section. Ten thousand scenarios of load and renewables are generated using Monte Carlo simulations. Starting with hundred scenarios, the number of scenarios is increased by doubling the number until no further improvement is observed. It turns out to be ten thousand scenarios for this case. The bounds and generated scenarios for noncritical load of AC side and renewables of DC side are shown in Fig. 13 . Scenarios for all other uncertain factors are also generated in the same way.
The impact of these scenarios on the operation cost, load shedding amount, and the proposed resilience index (RĪ t ) are shown in Figs. 14-16 , respectively. The results of the conventional operation case (without resilience) and the proposed resilience-oriented operation (with resilience) are presented in these figures. The square box represents the maximum value and the diamond box represents the minimum value. It can be observed from Fig. 14 that even the maximum operation cost value of the proposed method is lower than the minimum cost of the conventional method. This was due to the significant reduction of load shedding amount by the proposed method as shown in Fig. 15 . It can be observed from Fig. 15 that load-shedding has been significantly reduced by the proposed resilience-oriented method via readiness and survivability. It can be observed from Fig. 16 that, the proposed method never violated the acceptable bound ([0.625, 1] according to (28) ) while in case of the conventional method, the index value was always lower than the acceptable bound.
D. OPERATION COST AND SURVIVABILITY ANALYSIS
In this section, the performance of the proposed resilienceoriented operation scheme and conventional operation schemes (without resilience) are analyzed in terms of operation cost and survivability of the microgrid. It can be observed from Table 3 that the operation cost of the resilient scheme has increased in the preparation phase as compared to the without resilience case. The increase in the cost can be controlled by using the information of event as shown in Table 3 . However, this increase in operation cost can reduce the amount of load shedding during event times due to readiness for islanding. In the case of conventional operation, a huge amount of load shedding is carried out at day1 (including the shedding of critical loads) and day2, as shown in Table 4 . The proposed method had reduced the load shedding by about 4 times on the first day and by about 3 times on the second day as compared to the conventional method. The minimum value of the resilience index is below the acceptable bound for day1 in case of the conventional approach. However, none of the critical loads are shed in the proposed resilient scheme, i.e. resilience index is within the acceptable bound. It can be concluded from Tables 3 and 4 that, the resilient operation reduces load shedding significantly during emergencies with a minute increase in the operation cost during normal resilient operation.
VI. CONCLUSION
This paper has proposed an optimization strategy for enhancing the resilience of microgrids via readiness in the normal mode and survivability and demand response in the emergency mode. The increase in operation cost during readiness has been reduced using the fragility curves information to determine the preparation time. A data-driven approach is proposed to capture the dynamics of uncertain factors using historical data. Uncertainty in load has the highest impact on the operation cost due to a higher magnitude. In emergency mode, demand response has been utilized for enhancing service reliability of non-critical loads. Load shedding has been reduced by 57.3% and 50.1%, respectively for day-1 and day-2 operation with a minute increase in the operation cost during normal mode. Finally, Monte Carlo simulations have proved that the proposed method can assure the survivability of critical loads under various possible scenarios and enhance the service reliability to loads. 
